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I was born in the city of Salvador, capital of the State of Bahia, Brazil. I obtained my BSc 

in Physics in 1987, received my Ph.D. degree in Engineering in 2003 and my Habilitation 

in Computer Engineering in 2011, all at the University of São Paulo. I worked at Unisys 

Brazil Ltd and Scopus Tecnologia S/A as systems software analyst and developer, and 

then as chief cryptographer. I joined the faculty at the Department of Computer and 

Digital Systems Engineering, Escola Politécnica, University of São Paulo in 2004 as 

Assistant Professor, and became Associate Professor there in 2011. I finally joined the 

faculty as Assistant Professor at the Institute of Technology, University of Seattle 

Tacoma, on September 1st, 2015. 

 

I am one of the designers of the Whirlpool hash function (ISO/IEC 10118-3), as well as 

several other symmetric primitives (block ciphers, authenticated encryption modes and 

key derivation functions). I have co-authored extensive research work on elliptic curve 

cryptography and pairing-based cryptography, including efficient bilinear pairing 

algorithms (e.g. the BKLS and 𝜂𝑇 techniques), identity-based cryptographic protocols 

(e.g. the BLMQ signature and signcrytion methods), and the construction of pairing-

friendly elliptic curves (e.g. the BN and BLS families of elliptic curves), many of them 

adopted in ISO-IEC 15946-5. More recently I have been working on efficient algorithms 

for quantum-resistant (also called post-quantum) cryptosystems, including code-based, 

lattice-based, hash-based and multivariate schemes 

 

I have served in 23 PhD defense committees (7 of which outside Brazil) and 27 MSc 

defense committees since 2005. I supervised to completion 3 PhD theses (since 2010) and 

8 MSc theses (since 2008). I also served in the program committees of almost 60 

conferences over the past ten years, and I am a member of the Steering Committee of the 

Latincrypt series of conferences (whose first installment I co-chaired) and the ASCrypto 

series of advanced schools in cryptography. Furthermore, I am an Associated Editor of 

the Journal of Cryptographic Engineering (since 2011), IEEE Transactions on Computers 

(since 2015), and IET Information Security (since 2015). 

 

 

Honors: 

 

The paper “Efficient Algorithms for Pairing-Based Cryptosystems” (Advances in 

Cryptology – Crypto 2002, LNCS 2442, 354–368, Springer, 2002), which I jointly wrote 

with three co-authors, was identified in March 2005 as a Hot Paper by Thomson ISI®'s 

Essential Science Indicators, by virtue of being among the top one-tenth of one percent 

(0.1%) most cited papers in the Computer Science category. The same paper was 

recognized by Thomson ISI®'s Essential Science Indicators in December 2005 as a Fast 

Breaking Paper, for having the largest percentage increase in citations among the 1% 

most cited papers in its category. 

 



My students and I were also granted: 

 Best Paper Awards at the 6th Brazilian Symposium on Information and Computer 

Systems Security (SBSeg 2006). 

 Best Paper Award at the 6th Brazilian Symposium on Information and Computer 

Systems Security (SBSeg 2006). 

 Best Paper Award at the 25th Brazilian Symposium on Computer Networks and 

Distributed Systems (SBRC 2007). 

 Best Paper Award at the 8th Brazilian Symposium on Information and Computer 

Systems Security (SBSeg 2008). 

 Best Paper Award at the 16th International Symposium on Undergraduate 

Research of the University of São Paulo (SIICUSP 2008). 

 Best MSc Thesis Supervision Award at the 10th Brazilian Symposium on 

Information and Computer Systems Security (SBSeg 2010). 

 Best PhD Thesis Supervision Award at the 10th Brazilian Symposium on 

Information and Computer Systems Security (SBSeg 2010). 

 Honor Mention for PhD Thesis Supervision in Engineering at the Brazilian 

national level, CAPES Foundation, 2011. 

 

I was granted the Research Productivity Award level 2 in 2006 for the following 3 years 

by the Brazilian National Council for Scientific and Technological Development 

(CNPq). That award was granted again in 2009 for the following 3 years, and promoted 

to level 1D in 2012 for the following 4 years. 

 

In May 2008 I was also granted the E. T. S. Walton Award by the Science Foundation 

Ireland (SFI) under grant 07/W.1/I1824. 

 

I have given over 20 invited talks, and I was chosen as Distinguished Lecturer at the 20th 

anniversary Selected Areas in Cryptography conference (2013). 

 

My Hirsch Index (h-index) is 15 according to the Web of Science; 17 according to 

Scopus, and 28 according to Google Scholar. 

 

 

Teaching activities: 

 

My teaching experience extends from the early 2000’s to the present, although occasional 

teaching activities could be traced back to the early 1990’s. Over the past 10 years, I have 

been teaching the following courses at the University of São Paulo: 

 

 Elliptic Curve & Pairing-Based Cryptography (grad level) 

 Post-Quantum Cryptography (grad level) 

 Quantum Cryptography (grad level) 

 Network & Information Security (grad level) 

 Information Security (undergrad level) 

 Computer Systems Performance Evaluation (60 hours, undergrad level) 

 Computer Networks (undergrad level) 

 



I am currently teaching or schedule to teach in the next quarters the following courses at 

the University of Washington Tacoma: 

 Advanced Algorithms (Winter and Summer 2016; grad level) 

 Design and Analysis of Algorithms (Autumn 2015 and 2016, Winter and Spring 

2016 and 2017; undergrad level) 

 Compiler Construction (Spring 2016 and 2017; undergrad level) 

 Undergraduate Seminar in CSS (Summer 2016, undergrad level) 

 

I am also a member of the MSc in Computer Science program committee at the Institute 

of Technology of the University of Washington Tacoma. In this context, I am working to 

create the new course on Post-Quantum Cryptography (to be offered for the first time in 

2016). I am also collaborating with the researchers of the Center for Data Science of the 

University of Washington Tacoma along the research area of Secure Machine Learning. 

 

 

Research interests: 

 

My research interests in cryptography are completely eclectic. All individual research 

targets (from the most theoretical to the essentially practical) are anchored in real-world 

needs. 

 

This includes (but is not restricted to) the following topics, all of which are represented 

one or more times among my published and submitted papers: 

 

 Design and analysis of block ciphers, modes of operation for block ciphers, and 

hash functions 

 Cryptographic sponges and password derivation schemes 

 Efficient algorithms for pairing-based cryptosystems 

 Identity-based key agreement schemes, digital signatures and signcryption from 

bilinear pairings 

 Construction of pairing-friendly elliptic curves 

 Efficient and side-channel-resistant implementation of pairings and elliptic curve 

cryptography 

 Code-based encryption 

 Hash-based digital signatures 

 Lattice-based and homomorphic cryptosystems 

 

 

Journal papers: 

 

1. Andrade, E.; Simplicio Jr., M.; BARRETO, P. S. L. M.; Santos, P.: “Lyra2: 

efficient password hashing with high security against time-memory trade-offs.” 

IEEE Transactions on Computers, 2016, to appear. DOI: 

10.1109/TC.2016.2516011. 

2. Pereira, G. C. C. F.; Puodzius, C. O.; BARRETO, P. S. L. M.: “Shorter Hash-

Based Signatures.” The Journal of Systems and Software, 2015, v. 116, p. 95-100. 



3. Massolino, P. M. C.; BARRETO, P. S. L. M.; Ruggiero, W. V.: “Optimized and 

Scalable Co-Processor for McEliece with Binary Goppa Codes.” ACM 

Transactions on Embedded Computing Systems, v. 14, p. 1-32, 2015. 

4. Possignolo, R. T.; Margi, C. B.; BARRETO, P. S. L. M.: “Quantum-assisted QD-

CFS signatures.” Journal of Computer and System Sciences, v. 81, p. 458-467, 

2015. 

5. Barguil, J. M. M.; BARRETO, P. S. L. M.: “Security issues in Sarkar’s e-cash 

protocol.” Information Processing Letters, v. 115, n. 11, p. 801-803, 2015. 
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costs.” Journal of Cryptographic Engineering, v. 4, n. 2, p. 75-89, 2014. 
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Cryptographic Engineering, v. 4, n. 2, p. 123-134, 2014. 
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Lightweight Cryptographic Framework for Secure SMS Transmission.” The 

Journal of Systems and Software, v. 86, p. 698-706, 2013. 
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Carvalho, T. C. M. B.; Näslund, M.. “Survey and comparison of message 

authentication solutions on wireless sensor networks.” Ad Hoc Networks, v. 11, 

p. 1221-1236, 2013. 

10. BARRETO, P. S. L. M.; Misoczki, R.; Lindner, R.: “Decoding Square-Free 

Goppa Codes Over 𝔽𝑝.” IEEE Transactions on Information Theory, v. 59, p. 

6851-6858, 2013. 
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Transactions on Information Theory, v. 58, p. 6223-6238, 2012. 

12. BARRETO, P. S. L. M.; Misoczki, R.; Simplicio Jr., Marcos A.: “One-time 

signature scheme from syndrome decoding over generic error-correcting codes.” 

The Journal of Systems and Software, v. 84, p. 198-204, 2011. 

13. Pereira, G. C. C. F.; Simplicio Jr., M. A.; Naehrig, M.; BARRETO, P. S. L. M.: 

“A Family of Implementation-Friendly BN Elliptic Curves.” The Journal of 
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Corretores de Erros. REIC. Revista Eletrônica de Iniciação Científica (in 

Portuguese), v. 9, p. 1-20, 2009. 

20. Rijmen, V.; BARRETO, P. S. L. M.; Gazzoni Filho, D. L.: “Rotation symmetry 
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Processing Letters 106, 246–250, 2008. 
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Purpose Block Cipher.” Revista de Engenharia de Computação e Sistemas 
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25. BARRETO, P. S. L. M.; Voloch, F.: “Efficient Computation of Roots in Finite 
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